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rental or 



(57) A viti^vencBng machine me 
hensw vencfing service for the tfetiibmion of Bcensed 
e l e ct ro ni c da ta (La, products) overaolstrfeutedcompu- 
ter system. The distributed oornputer system indudes a 
group of dent computers, a group of vendors that con- 
tribute the products to the virtual vending machine for 
cfistribuSoa and a server computer for operating the vir- 
tual vencing rnachine. The virtual venofcig machine oV 
tributes licenses tor the electronic data for the uwfJete 
product or tor components thereof and tor a variety of 
time frames, induc&ig permanent ficenses end rental 
period licenses, The virtual venting machine provides 
cfient computers with the capability to obtain tnfu» vial^m 
regartfing the avaDabte products and the associated 
Dcense fees and rental periods, to receive the product 
upon receipt of a corresponding electronic payment 
and to reload the product during the term of the license. 
The virtual vencfing machine provides vertdors with the 
capabtty ot establishing a particular venrjng service 
that includes point-of-sale electronic payment and a 
means to communicate with the dent computers to 
which Bcensed electronic data has been distributed. 
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Description 

The preGent invention relates to systems and meth- 
ods for managing the distribution of licensed electronic 
data induing the distribution of appf cations, appfica- & 
tion componentsv and oompijterreadabtedateonerlher 
a permanent or time^ffnrted rental basis. 

BACKGROUND OF THE INVENTION 

w 

The interconnection of various computer systems 
has provided a new medium tor theolstrftutionofcom- 
puter softwara Current networked computer systems 
are used to dtetribute computer software without any 
usage restrictions or a Bcense tee. A number of Iry and is 
buy* systems also exist which enable users to try cer- 
tain software programs in a limited time period without 
incurring a license fed The Try and buy" systems typt- 
caDy rjmtt the rights of the users of the trial versions by 
enclosing "time bombs" or "usage metering" schemes 20 
which Bmit the lifespan of the program to the trial period. 
The objective of the "try and buy" system rstoaDowme 
user to test the program before the user purchases ft 
"lypfcaBy. the user can purchase the software at a retafl 
store Arternatrvety; the software can be downloaded to 2s 
the user over the network and the user, m turn, maDs the 
license fee to the vendor. 

The success of these systems is due in part to the 
fast access that the network provides in acquring the 
software. However, these systems are limited in the so 
vendmg services that they provife SpecificaDy, the cur- 
rent systems do not provide any capabSty to acquire 
separate components of a software product or the capa- 
bility to rent the software (or any machine transmitted 
information) or components thereof for a Bmrted time ss 
period. Typically, a user acquires a Bcense for a soft- 
ware pioo^ for the IHetime of the product However, a 
user may have a need to use the product tor a short time 
period with no need tor it thereafter. For instance, a user 
may need to rent me latest version of a tax preparation 40 
software product each April. As the tax code changes 
annually, the user may prefer to rent the latest version of 
the software for one month prior to Apr! 15th Mead of 
purchasing the complete package each year. 

Moreover, toe current systems do not provide a *ff 
capabi fity tor managing the redfetrtouoon (or retoadtog) 
of licensed cornputer software during the Bcense period. 
This capability is essentia) for computer systems with 
limited or no secondary storage. 

Therefore, the aim of the present invention Is to 50 
account for the abovementioned limitations. Accord- 
ingly, it is a goal of the present rhventfon to provide a vir- 
tual vendmg machine which fuDy utifees electronic- 
network services in the procurement of electronic data 
on either a permanent or rental Bcense basis. N ss 

W is a further goal of the present invention to provide 
a system and method as described above tor thecfistri- 
bution ol electronic data upon receipt of electronic pay- 
ment of the associated Rcense tee. 



It is yet another goal of the present invention to pro- 
vide a system and method as described above which 
provides a facffity tor reloading electronic data during 

Another goal of the present invention is to provide a 
system and method which provides vendors of elec- 
tronic data with a medium for distributing the electronic 
data to users Interconnected by a communications ink 
and to receive the appropriate license fees in an auto- 
mated manner. 

Other genera] and specific objects of this invention 
will be apparent and evident from the accompanying 
drawings and toe foOowing description. 

SUMMARY OF THE INVENTION 

The present invention pertains to a virtual vending 
machine which manages a comprehensive electronic 
vending service tor tne otstnouDon or ucensea electronic 
data over a distributed computer system. The distrib- 
uted computer system includes a group of cSent com- 
puters, a group of vendors, and at toast one server 
computer which executes the virtual vending machine. 
The electronic data offered for procurement by the vir- 
tual vending machine includes any form of computer 
reaoapie uaia mat wo venoor nasine regai ngroio ojs- 
trfcute. Further, the electronic data can be accpjired as a 
complete product or as separate components thereof. 
There are also various Bcense options available which 
can include procuring a license for a permanent time 
period or on a time limited or rental basis, 

The virtual vending machine provides toe vendors 
with a mechanism to market to distribute, to receive 
payment for the vendors electronic data, and to cornrnu- 
nicatewith toe users of the vendors electronic data with 
minima) intervention by toe vendor. 

Users of the virtual venoTng machine are provided 
wHh a central repository of electronic data mat can be 
procured in an expedient manner. The virtual venting 
machine provides the users wfth product Information lor 
tne electronic oara wrncn aetaus tne operaronai require- 
ments for the proo^ict as wd) as the associated I 
fees. The product information can be searched by the 
user using various Keywords. Further, the electronic 
data can be electronically purchased by the user and 
repeatedly reloaded during the icense period. Notifica- 
tions or other announcements concerning the product 
are automatically forwarded to toe user by the vendor. 

The virtual vending machine can include several 
component s which operate on a server computer. A 
vending information database is used to track the elec- 
tronic data made available by the vendors and the sales 
transactions that occur. A Web server provides the 
users wHh Web pages (ag.. wHh product and pricing 
information) for each of the electronic data available for 
procurement The electronic data is categorized by sev- 
eral search keywords for use by a search engine to 
retrieve a requested Web page. Vendors interact with a 
vending administration interface to establish a vending 
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service for their particular electronic data. Point-of-sale 
electronic payment is tacffitated by a tfgtel cash inter- 
face which is connected to an electronic banking net- 
work. An electronic mafl server is utilized to forward 
conromfcations from the vendors to the users of the 5 
vendor's electronic data. 

BRIEF DESCRIPTION OF THE DRAWINGS 

Additional objects and features of the invention wil 10 
be more readOy apparent from the following detailed 
desertion and appended claims when taken in con- 
junction with the drawings, in which: 

F^ 1isaWockc5agramc#anerrbca^ is 
tributed computer system incorporating the present 
invention. 

Fig. 2 is a block diagram of the virtual venting 
machine in a preferred errtafiment of the inverv so 

tiOTL 

Figs. 3A and 38 depict the vending information 
database used to store i nform a tion about Bcensa- 
bfe products and sales information in a preferred 2s 

*- - — « -J II, f.ii in 1I1 n n 

QSVOOOmnan OH TJiG iikiumI 

Fig. 4 is a block cfiagram of the cfient computer in 
the distributed computer system of Fig. 1. 

90 

Fig. 5 is a schematic representation of an ecenv 
pJary virtual vending machine Web page used to 
facilitate the distrbubon of the vendor products for 
licensing. 

96 

Ftg. 6 is a schematic representation of an exem- 
plary Web page used to obtain information on the 
procurement of a Bcense for a vendor product 

Fig. 7 is a flow chart of an embedment of the 40 
method fry processing a request to license a vendor 
product fin aoconfance with the present invention. 

Fig. 8 is a sche ma tic representation of an exem- 
plary Vfeb page used to obtain formation on 46 
retoezfirtg a previously icensed product 

rig. 9 is 8 flow chart of an embotfmera of the 
method tor processing a request to reload a previ- 
ously Bcensed product in accordance with the so 
present invention. 

Fig. 10 is a flow chart of an embedment of the 
method tor processing service requests from the 
vendor in accordance with the present invention. 65 



DESCRIPTION OF THE PREFERRED EMBODI- 
MENTS 

For the purposes of this document the term elec- 
tronic data encompasses ail forms of computer reada- 
ble data, including but not limited to machine executable 
modules (e.g., appfications, appfications program, appfi- 
cation compo n ent s) and in forma ti o n content products 
(e.g_. dgffized video, voice data, chapter of books* and 
mailing fists). Further, the terms electronic data, vendor 
product, and product are used interchangeably. 

Figs. 1 and 2 illustrate the preferred embodiment of 
the computer system of the present invention. Referring 
to Figs. 1 and 2, there is shown a distributed computer 
system 100 having many cfient computers 120. Each 
cfient computer 120 can be connected to at least one 
server computer 212 through a network interconnectiv- 
fry means 202, preferably the Internet The present 
invention is not limited to the use of the Internet as other 
types of communication connections can be used. 
While most cfient computers 120 are desktop comput- 
ers, such as Sun workstations, IBM compatible comput- 
ers and Macintosh computers, virtually any type of 
computer can be a dient computer. One or more users 
(not shown) can be associated with each cfient compu- 
ter 120. ft should be noted that the present invention is 
not limited to a distributed computer system. It may be 
practiced without the specific dut&Bs and may be imple- 
mented in various computer systems and in various 
configurations, or makes or models of tightiy-ceupled 
processors or in various con f i gu ration s of too6ely-cou- 
pled microprocessor systems. 

in the preferred embodiment, there can be at least 
one specially designated server computer referred to as 
the virtual venting machine 122. The virtual vemfing 
machine 122 can be used to manage the Di str ib ution of 
electronic data and components thereof on a variety of 
Bcense terms between the cfient computers 120 and the 
vendors 102. Speoficaly. virtual venting machine 122 
can be used to provide information on the various ven- 
dor products and components thereof that are available 
tor OiStnouocn, provsie iiuuniuuion on me assocsnso 
licensing fees and rental options; receive orders for a 
particular product; obtain electronic payment for a par- 
ticular product; dist ri b ute the particular product to the 
cfient computer 120 initially and repeatedy within the 
Bcensed period; and provide the vendors 102 with a 
oomrnunications channel to the Bcensed users of their 
product. 

The virtual vending machine 122 can include a cen- 
tral processing unit (CPU) 204, a memory 21 0 (La, fast 
random access memory as weO as non-volatile mem- 
ory, such as Qlsk storage), a user interface 206, and a 
communications interface 208 for communication with 
the cfient computers 120 and the vendors 102 via the 
communications network 202. 

Referring to Fig& 1 and 2, in the memory 210 of vir- 
tual verting machine 122. there can be stored the fol- 
lowing components; 
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• an operating system 214; 

• Internet access procedures 216; 

• web server procedures 1 14 ; 

• Web pages 220; 

• a vending information database 110; 

• a library of vendor products 112; 

• digital cash interface procedures 116; 

• vendor interface administration procedures 106; 

• an index of the product in for ma tion 108; 

• an index search engine 124; 

• an encryption and formatting module 218; 

• electronic mail (emafl) server procedures 126; and 

• electronic invoices 222. 

A more detailed description of these components is pro- 
videdbeta* 

In the preferred embodiment the virtual vending 
machine 122 can utilize a Wbrld Wide Webserver 114 
(Web Server) to facilitate the management of the vend- 
ing services. The Web Server 114 interacts with the cfi- 
ent computers 120 uti&zing standard World Wide Web 
(WWW) protocols However, the present invention is not 
firnfted to this particular type of information server. Other 
informa tio n servers can be used, such as but n ot ft n fte d 
to> gopher servers, WA1S (Wide Area Information Serv- 
ers) servers* other Internet d ata b a s e servers, or the 
Ska 

The Web Server 114 responds to requests from 
users for information and orders for a vendor product 
The Web Server 1 14 interacts with other system com- 
ponents in the virtual venting machine 122 in order to 
process the user* request The virtual vending machine 
122 can include a vending information database 1 10, a 
Gbrary of vendor products 112, a vendor administration 
interlace 106^ an index search engine 124, and a dgitaf 
cash interface 116. The vending information database 
110 can contain product and sates information for each 
avafefcfe vendor product The Gbrary of vendor products 
112 can be a repository for the available vendor prod- 
ucts. The vendor administration interface 106 can inter- 
act with the vendors 102 in estab feh ing a particular 
vencfing service tor the vendor's products. The index 
search engine 124 can be used to perform searches on 
the available vendor products offered by the virtual 
vending machine 122. The <fifiptai cash interface 116 
can provide the point-of-sale cash payment tor the 
license fees associa t ed with the vendor pr od ucts. A 
more detailed description of each of these components 

The rJstrtouted computer system 100 can be linked 
to numerous vendors 102 which provide the virtual 
vending machine 122 with products tor cfctrtoution to 
the users associated with the diem c om pu te r s 12ft Tne 
vendors can be any party in communication with the 
network 202 and who has the right to legally cfetrtoute 
the electronic data. Accordingly, the vendor can be a 
user associated with a client computer 120, a user 
associated with a server computer 21 2. online informa- 
tion service providers, or any other type of licensed dis- 



tributor. 

The vendors 102 interact wffli the virtual vencfing 
machine 122 through a vendor administration interface 
106. The vendor administration interface 106 services 

5 re que sts from the vendors 102 which can include: 
requests to establish a vending service fi.a, make a 
vendor product available tor dis tribution, license or rent 
by the virtual vencfing machine); requests to update a 
vencfing service (i.e., update the vendor product ancVor 

io its documentation); requests to discontinue a vending 
service; and requests to communicate with the users of 
the vendor's product 

The distributed computer system 100 can further 
include a digital cash interface 116 tor obtaining point- 

is of-eaJe electronic payment tor the license fee associ- 
ated with a particular vendor product The cfgftaJ cash 
interface 1 16 is connected to an electronic banking net- 
work 118 which is a communications Unk to financial 
i ns ti tuti ons such as banks, automatic clearing houses, 

20 ana me uxe. ugnai casn menace i id ffneracs wnn tne 
user and the virtual vending machine 122 in obtaining 
the pertinent payment information and forwards the 
transaction to the ap propr i a te financial institution 
through the electronic banking network 118. 

r*U— Ilr.l — — tiUlji_tji_n_iL 41C jinn k* ** f* ii*t I nr i^h 

25 ugjBn casn menace no can oe a signal casn 

owfw Mibii cR> uwo vyutsvdwi Mflwi. nuwtru, uro 

present invention is not limited to this type of point-of- 
sale electronic payment scheme. Others can be used 
which provide an appropriate point-of-sale electronic 
90 payment method, which can irvJudebutisncrtlflwtedta 
such systems as First Virtual Hokfings, DigjCash. 
ChecMree, and the like. Further, the present invention is 
not constrained to credit card payment transactions but 
can include afl forms of electronic payment, including 

JL -xnjl r,„aiiil 4m rlr-it-»St j,i muni iiCium _ I _i 1 1_ j i_ *j i 4* I, 

dux not nmneu id, aeon uansacoons, eiec*rofic runos 
transfer, and other types of cash transactions. 

Rga 3A and 3B depict the structure of the vending 
information database 110 in the preferred embodiment 
The vending information database 110 mamtaffs prod- 
40 uct information tor each vendor product that is offered 
by the virtual vencfing machine 122 and trade sales 
data tor each product purchased. The vencting informa- 
tion database 110 conAains an entry 302 for each ven- 
dor product and can contain the folowing information; 

45 

• a product identifier 304, which can be any alphanu- 
meric character string (such as the product name) 
that uniquely identifies the product; 

• the number of copies of tf»e vendor product avaBa- 
so bto tor sale or rental 306 (Le., the number of 

licenses authorized by the product's vendor, minus 
the number of ficenses granted so far); 

• a poi nter to the location of the vendor product in tire 
Iforary of vendor products 308; 

55 • product Information 310 which can include the fol- 
lowing information: 

* vendor information 312, which contains date on 
the particular vendor which supplied the vendor 
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product preferably the vendor* nam© and net- 
work address; 

* Web pages 314, which provide information on 
the product inducting but not Gmfted to a gen- 
eral description, the version number, hardware 
and software requirements ana resoicoons, 
and the Bte; and 

• category and keywords 316, which denote 
classi fi cation s that are used in ref erenc i ng and 
searching the vendor products available et the 
virtual versing machine 122; 

sale andtor rente) icense fee schedules 318, which 
indicate the li c en s i ng fees for the vendor product 
and the separately-acquired components on a pur- 
chasable andtor rental basis; 
a schedule of components 320 that are part of the 
vendor product and can be purchased or rented 



• sales information 322. which can include an entry 
for each license of the vendor product 302 pur- 
chased throuGh the virtual venting machine 122. 
where each entry 324 can include the following: 

* license number 326; 

* buyer tdentffier and security code 328, which 
uniquely represents the buyer; 

* product option 330, which imficatss the partic- 
ular product andtor component acquired; 

* purchase option 332. which Indicates whether 
the particular product andtor component was 
purchased or rented; 

* reload count 334. which is a count of the 
number of times the product has been radtebto- 
uted to the user within the rental or Icense 
period; 

* time stamp 336; and 

* network address m which imficatee the net- 
work address of the buyer. 

Referring to Figs. 2 and 3. tore is an Indexing 
stucture known as the mdex of product information 108 
which is associated with the Web pages for each vendor 
product The index 108 is used to provide quick access 
to refer e nc e or search Herniation on the various vendor 
products available for license by the virtual venting 
machine 122. As vendor products and their associated 
Web pages we inserted and deleted into the versing 
information database 110, toe index structure 108 Is 
updated to reflect the change. The indexing structure 
108 is used by the index search engine 126 in response 
to requests by the user and w3 be descrtoed to more 
detail below. 

It should be noted that the present invention is not 
constrained to this particular design or format of the 
vending information database 110 and the index 108. 
Alternate database for mats and indexing structures can 
be utilzed 60 long as they provide similar functionality. 

Referring to Fig. 4, there is shown a block diagram 



of the ctient computer 120 in the distributed computer 
system 100. The dient computer 120 can include a cen- 
tral processing unit (CPU) 402. a user interface 404. a 
memory 408, and a communications interface 408 for 
s communication with the virtual vertdtog machine 122 via 
the corwriurecations network 202. The memory 408 of 
the cfient computer 120 can be used to store the foflow- 

w • operating system 410; 

Internet access procedures 412; 
web browser 414; 
cfient encryption keys 416; 
decryption module 418 tor decodng encrypted 
is electronic data received from toe virtual vending 
machine; and 

• a repo si t o ry of rented and purchased vendor prod- 
ucts420. 

20 Referring to Rg. 5 there is shown a schematic rep- 
resentation of an exemplary virtual vending machine 
home Web page 220 of the Web server 114. accessible 
by a user using dent computer 120. The Web page 220 
includes menu selection buttons tor searching the van- 

26 ous cate g ories of vendor products 508; viewing infor- 
mation about the available vendor products 508; 
viewing the licensing fee scrteduJeefortheveitfcfprod- 
ucts 51 0; initiating the purchase of a Dcense for a vendor 
product on a permanent or limited time period basis 

30 512; requesting the reloading of a previously acquired 
vending product 51 4; requesting access to various ver>- 
<tor services 51 6; and obtaining help on the virtual vend- 
ing machtoe 518. 

The vendor products can Declassified intocatego- 

& ries 502. The categories 502 can be dassffied byprod- 
uct types (ag., compeers, Java appBcations. Web 
browsers, screen savers, ctigrtized music scores, video 
date, device drivers, or nctvsoftware categories such as 
books* sffl photos, phone directories, music, movies. 

40 etc-), by vendors (ag., Microsoft. Sun. IBM, etc), or any 
other classification scheme. Associated with each cate- 
gory can be menu buttons displaying the particular cat- 
egory 502. For each category, there can be a 
corresponding selection button for the title of each ver> 

46 dor product within the category 504. It should be noted 
that the present invention is not imlted to the particular 
design depicted In toe exemplary Web page. Others can 
be used wWch provide sMter functionally. 

H the user wants to perform a search of the various 

60 vendor products or categories that are available, the 
user selects toe perform category search menu button 
508. A search Web page (not shown) will be down- 
foadedtotrteuserwTMChwnigi^trmuseron theavafl- 
afato search capabilities and search keywords. The 

66 index search engine 126 will receive the user's search 
criteria ana perform tne searcn utilizing me moex or me 
product information 108. 

If the user wants to access information descrfctog a 
particular product, the user selects the button 504 cor- 
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uct information menu button 508. A first Web page (not 
shown) associated with the selected product is then 
downloaded to the user. Subsequent Web pages of 
product document are accessed by the user using 5 
standard hypertext GnWng provided by the c^cornpu- 
ter* Web browser and hypertext folks in the product 
documentation. 

Simaart* if the user chooses to access the license 
lee schedule Cor a particular product the user selects w 
the button 504 corresponding to the tile of the product 
and me menu button 510 for viewing the fcense fee 
schedule* Another Web page (not shown) isthentrans- 
mitted to the user which contains the Scense fee sched- 
ule tor the particular pn>duct 1* 

Fig. 6 is an exemplary Web page 600 tor the pur- 
chase or rent of a selected procfext The Web page 600 
can be accessed by selecting the button tor the tide of 
the vendor product 504 and the purchase/rent product 
menu button 512. Rg. 7 is a flow chart depicting the 20 
method 700 executed by the web server 114 in 
response to a user* order initiated through Web page 
600. Referring to Fig* 6 and 7. the Web page 600 can 
contain menu buttons which select the product and 
Bcense options thatthe user prefera By selecting menu 25 
button 602 the user selects the ficense option (La, to 
purchase a permanent fcense to the specified product) 
and by selecting menu button 604 the user selects the 
rent option. For the purposes of this document the 
Dcense purchase option toticates that a Ocenseforthe ao 
product is acquired in perpetuity. The rent option incfr- 
cates that a license for the product is acquired for a Gn> 
neo vnepenoo. 

Web page 600 can also contain menu buttons for 
irvficatingthefoBowing: ss 

• whether the entire product 606 is being Sconced, or 
just specified components thereof 608; 

• the expiration date of the rental period 610, if the 
rental option 604 is selected: « 

• abuyeriden»k»tionarrisea»irycoo^61^ 

• tr» total Bcsnse tee 61* and 

• an exptat vesication 

The user selects the appropriate rnenu buttons and 45 
enters the appropriate information in the displayed 
fields which is recewed by the web server 114 (step 
702). The method proceeds to verify that a license is 
avafcifefcr the desired Icense option by checking the 
number of ratable icenses 306 in the venting inter- so 
mation database 1 10 (step 704). 9 no Bcensee are avail- 
able (La. the stock of authorized licenses has been 
depleted), the method informs fre user mat the virtual 
vending machine is temporarily out-of-stocfc of licenses 
tor the particular product (step 706). « 

Otherwise (step 704-Y) the method proceeds to 
collect a form of electronic payment tor fre Bcense tee 
(step 710). PrefemJbr/. the web server 114 forwards an 
invoice 222 to the user associated with a client compu- 



ter 120. The user adds a credit card number (or other 
form of payment authorization) to the invoice, which is 
then encrypted and forwarded back to the web server 
114. The web server 114 attaches a confirmation 
number to the Invoice and the entire invoice is 
encrypted and transmitted to the digital cash interface 
116. The digital cash interface 1 16 reformats the invoice 
into the a ppropri ate format tor transmittal to the elec- 
troritc banking network 1 18 which processes the trans- 
action. 

The digital cash interface 116 awaits for an inctica- 
oon from trie electronic Daruang neiwonc 1 to signifying 
successful completion of the payment transaction (i.e., 
credit card or electronic funds transfer transaction). This 
incficafion is forwarded to the web server (step 712). If 
the payment transaction fails (714-N), the user is so 
infouTKXl and the purchase transaction is aborted (715). 
» the payment transaction was successful (714~>0, the 
method decrements the count of the available licenses 
306lntr»vervJngbTfonTwto 
If the remaining number of available licenses 306 is zero 
(or less than zero), the method informs the vendor that 
additional Bcenses are needed (step 716). 

The method then proceeds to formal the purchased 
prooUt tor transmission to the user (step 718). Prefera- 
bly, rental products are formatted to todudeatiniebornb 
or other disabling device which w3 di s a b le the product 
at the end of the rental period, to addrtion, the formatted 
product is encrypted before it is transmitted to the user 
utilizing the encryption and formatting module 218. The 
product can be encrypted utffizing any of the wel-known 
encryption techniques, such as but not limited to DES, 
RSA, and the (Bee. More generally, the product is 
encrypted so that it can be decoded only by the user or 
cSent who paid for the product Lastly, the sale is 
recorded in the sate6 i n format i on entry 322 of the vend- 
ing information database 110 (step 720). 

The user* system decodes the received electronic 
data product using its decryptio n module 410 and 
stores the Bcensed electronic data in its repository 420. 

|_ - - - » - 1 mil 11 ,F tin 11 1 1 >.i tfcj. MfiiMlllwl j»ILWJ )( | i|?IIBI 

vi anemaxe enixMUinei as, me payment vasaraon 
oouM be handed in other ways, depending on the elec- 
tronic payment methods that are commerc i ally availa- 
ble. For instance, the virtual venting machine could 
request that the requesting user pay it a specmed 
amount of funds* after which the user would perform a 
separate transaction, using an appropriate electronic 
banting network or service provider, to pay the speci- 
fied funds to me virtual venting machine. The virtual 
vending machine, upon receipt of confirmation burn the 
electronic banking network or service provider that me 
payment had been made, would then transmit the elec- 
tronic data to the client computer. 

Referring back to Rg, 5, another venting service 
offered to the user is that of rebating. Reloading is the 
retransmission of a previously purchased product within 
the licensed or rental period. This option is rtighry desir- 
able to users associated with cSent computers 120 that 
have minimal or no secondary storage (La, nonvolatfle 
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storage such as cfisk storage). The main memory of the 
user's cornputer may not provide a suitable alternative 
to store the Kcansed product The reloading option is 
chosen by selecting the buttons tor the appropriate We 
tor the product 504 and the reload menu button514. 5 

Fig. 8 depicts an exemplary Web page 800 which 
illustrates the required information tor requesting a 
reload of a vendor product and Fig. 9 illustrates the 
method 900 for performing the reload function. Refer- 
ring to Rgs. 8 and 9t a user enters his/her buyer iderti- 10 
ncation 802 and security code 804 and incficates the 
desired product 806 and/or componen t s) to be 
reloaded 808. The Web server 114 receives mis infor- 
mation (step 902) and proceeds to check whether the 
user has a currenticense tor the specked product Tiro is 
check can be made by searching the sates information 
322 stored in the vending information database 110 
(step 904). If the check focficates that there is no current 
license tor the requested reloaded product by the user, 
the process informs mis to the vendor (step 906). so 

Otherwise, the product is formatted tor transmission 
to the user and then tr an smi tt ed (step 908) as previ- 
ously described to reference to Frg. 7, and the reload 
count 334 in the vencfing in formation database 110 is 
updated to reflect this adrJtional r e transmission (step ss 
910). The number of reloads tor a particular user and 
product is tracked in tie event the vendor r eq u ests such 
in formation. 

Referring once again to Rg. another function pro- 
vided by the virtual vending machine 122 is to service so 
vendor requests, which is invoked by the selection of 
menu button 516. These revests can be tor the estab- 
lishment of a vending service, to dfecontinue a vending 
service for a product to update a product or fts docu- 
mentation, to authorize additional SB 
nel a (xamrunicaljon to the users of a product through 
e l ect ro n i c rnaa. For the purposes el this ap p fi c atfo nisit 
assumed that me vendor has the right to tegaBydstrfc- 
ute me product Wlien a vendor selects this servicevthe 
webserver 1 14 transmits to me vewtor a VV^ page (rwt * 
shown) which informs the vendor of me various vendor 
services that to provided and the ap propr ia te 
tion that is requi red to perform the servica The vendor, 
in turn, transmits to the Web server 114 the required 
information and the vendor administration interlace 106 45 
services the request 

Rg. 10 is a flow ctoart BJustrating some of me steps 
the vendor adrati^^ 

icing the vendor* requests. Preferably the vendor 
erirrimstraticn interface 106 is a server process that so 
monitors requests from the vendors (step 1002). Upon 
receipt of a request the vendor administr ati on interface 
106 proceeds according to the type of request (step 
10O4).FwarecpesttoestaJb6^a 
add a vendor product to the virtual vencfing machine), ss 
the vendor adrttirfetration interface 106 can receive 
from the vendor the following information: 

* product identifier; 



• the number of copies for sale and for rent; 

• the vendor products and separatery-acquried com- 
ponents thereof; 

• vendor information such as vendor id and network 
address; 

• category and search terms for each of the vendor 
products; 

• Web pages describing the product; and 

• sale and rental license fees. 

The vendor administration interface 106 prepares 
an entry for this product in the vendor information data- 
base 110 based on the Information received (step 
1006). The product and components thereof are 
inserted into the Ifcrary of vendor products 1 12 and the 
index of the product intormation 108 to updated accord- 
ingry (step 1014). 

For a request to discontinue a vendor product the 
vendor administration interface 106 can receive from 
the vendor the product and vendor identifier. The vendor 
BCirertiboaiJon menace iod oetetes me pro auro ana 
component s toereof from the Kxary of vendor products 
1 12 and from the index of product intormatfon 108 (step 
1008). deletes the entry tor this product to the vendor 
in for ma tion database 110, and updates the index of 
product information accordingly (step 1018). 

If a vendors request is to authorize the addffionof 
more licenses, the vendor administration interface 106 
updates the vending information database 110 tor the 
product with the addrtiona) mmfeerrj licenses 306 (step 
1010). 

Furthermore, the vendor can communicate with the 
users of the product through the virtual vencfing 
machine's emeJ server. For example, a vendor can 
request the distribution of a notification to al or some of 
the licensed users of a product (e^g., to rJstribute an 
announcement tor an update or new version of the ven- 
dor product). In this case, the vendor administration 
interface 106 recedes toe notice and the notification cri- 
teria and formats a mailing Sst of the licensed users 
(step 1012). The maffing tist and the notice is forwarded 
to the emeJ server 126 which formats the message and 
cfistrfoutes It to the appropriate users (step 1 022). 

The vendor admtaistrafon interlace 106 and ctigital 
cash interlace 116 can be used to pertorjcafiy send 
sales information arid assoc iat ed payments to the prod- 
uct vendors. 

The above mentioned system and method 
describes a virtual vencfing machine which provides a 
(xynprehensrve vencfing servica for the distrtoution of 
any form of electronic data (La, vendor product) ever a 
network of Interconnected computer systems. The vir- 
tual vending machine is beneficial since it provides fast 
access to the latest version of electronic data. It also 
provides the ability to acquire components of a vendor 
product and to acquire the product or components 
thereof on a rental basis. From the vendor's perspec- 
tive, the virtual vencfing machine is advantageous since 
it provides a means to market the product a means to 
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communicate with the licensed users, and a means to 
receive payment wHh minimal in ter ve ntion by the ven- 
dor. From the users perspective, the virtual venting 
machine is advantageous in proving a central reposi- 
tory tor obtaining me latest version of a product and to 5 
acquire the associated license for a preferred duration. 
The reloading capability is distinctly useful since ft pro- 
vides the users with the capabffrty of accessing the 
product as often as needed (fairing the license period. 

While the present invention has been described to 
with reference to a tar specific embodiments, the 
descripttonisahjslratto 

construed as Smiting the invention, Various mctffica- 
tions may occur to those sidled in the art wthout 
departing trom the true spirit and scope of the invention is 
as defaed by me appended ctetore. 

Further, the method and system described herein- 
above is amenable for execution on various types of 
executable metfums other fran a memory device such 
as a random access memory.Other types of executable 20 
merfumscanbeused»sucftasbUnotfim^to,aconv 
outer readable storage rnecfiumvmichcanbeanymenv 
ory dorice, compact dtec» or floppy dtek 

Claims 55 

1. A method tor managing a virtual vending machine 
tor procuring electronic data over a distributed conv 
outer system tor a plurality of rental periods, the efts- 
tributed computer system comprising of a plurality $0 
of vendors, a plurality of dents, and at least one 
server Interconnected by a communications ink. 
said method comprising the steps of: 

obtaining too electronic data from the vendors ss 
tor distribution by the virtual venting machine 
to the clients; 

receiving a request from one of the client to 
acquire owe of the etectronk data tor rental dur- 
ing one of the rental periods; * 
procuring electronic payment tor the electronic 
data trom the cfient; and 
upon successful receipt of the electronic pay- 
ment transmitting the electronic data to the cli- 
ent via the communications fink. 45 

2. The method of daim 1. 

receMngareo^iestmxnthec^toretrans- 
not me encvoras cbb, 

upon verifying that the rental period assod- so 
ated with the requested electronic data has not 
expired, retransmitting the requested electronic 
data to the client without obtaining additional elec- 
tronic payment. 

ss 

X The method of claim 1. 

said electronic data transmission step 
including modifying the electronic data so as to 
automatically dsabSe use of the electronic data 



upon expiration of the rental period, and encrypting 
the modified electronic data prior to transmission 
thereof to the one client so as to cfisaWe use of the 
electronic data by cfients other than said one cfient 

4» The method of claim 1, 

receiving a communication from one of the 
vendors tor di str i b ut ion to a set of cfients that have 
acquired the electronic data; and 

transmitting the communication to the set of 
Cfients. 

5. The method of claim 1, 

wneresn me electronic cxna comprises infor- 
mation content products and machine executable 
modules. 

6. The method of claim 1, 

prior to said receiving step, providing the one 
cfient with rental pricing information. 

7. A method tor distributing products over a network of 
computer systems, said network compri sin g a vir- 
tual vending machine tor distributing the products, 
and a plurality of users tor acquiring the prod u ct s , 

*-M ■■ » . m mm 1 1 - * - - — _||_#| 

san mesnoo compnsng ine steps or 

transmitting the product s to the virtual vending 
machine from vendors connected to the net* 
work; 

transmitting a request to the virtual venting 
machine from one of the users to rent one of 
the products during one of a pturafity of rental 
periods; 

procuring electronic payment tor the rental of 
the product; and 

transmitting the product to the user upon com- 
pletion of the electronic payment 

& The method of claim 7, 

upon request by the user, retransmitting the 
product to the user within the rental period. 

a The method of claim 7. 

said product transmission step including 
mocfifying the product so as to automatically disable 
useof the product upon expiration of the one rental 
period, and encrypting the mxflfisd product prior to 
transmission thereof to the one user soastocfisQ- 
bie use of the product by users omer than said one 
user. 

10. The method of daim 7, 

transmitting communications from one of the 
vendors to a 6etof the users that have received the 
vendor's product 

11. The method of daim 7, 

prior to said step of transmitting a request to 
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the virtual venting machine from the one user, 
transmitting rente) pricing Information to the one 
user. 

12. The method of daim7 t * 

wherein the products comprise information 
content products and machine CMBCutato modules. 

13. A virtual vending machine lor managing the pro- 
curement of Bcenses tor vendor products on a cfe- to 
tributed computer network, said distributed 
computer network comprising a plurality of cfient 
computers in uxrvnunicafion with the virtual vend- 

big machine and a plurafity of vendors contributing 
the vendor products for dfetribufion by me virtual is 
venting machine; said virtual vending machine 
comprising: 

a memory device for storing the vendor prod- 
ucts, a subi^ of the vendor procKcts ewh 20 
compri si ng a comptets product having compo- 
nents amiable tor incfividuaJ ficensing, wherein 
a subeet of said vendor products and compo- 
nents are avatette for ficensmg by users asso- 
ciated with the cfient computer on a a 
permanent baste and on a Bmfted time period 
rental basis* 

a processor for executing a server process, the 
server process tor managing the procurement 
of licenses tor the vendor products and compo- so 
nents; and 

a communications fink to an electronic funds 
provider and to the cfient cornput ers tor acquir- 
ing payment tor the Bcenses and for transmit- 
ting the Icensed vendor products and ss 
component s to the cfient computers upon 
recent of the payment 

14. The virtual venting machine of claim 13^ 

wherein me server process stores and pn> 40 
vktes access to product information tor the vendor 
products available tor procurement by the virtual 
vending machine. 

15. The virtual venting machine of cfevn13, 45 

wherein the server process stores and pro- 
vides access to ficensing fee Wormafion tor the 
vendor products available tor procurement by the 
virtual venting machineL 

so 

16. Tne virtual vencfoigrTiachrne of c^ 13. inchxfng: 

an electronic maO server, executable by said 
processor, for providing communications 
between a specified vendor and selected cfient ss 
computers that have previously acquired 
licenses for a verify product a ssoc ia ted wflh 
me specified vendor. 



17. The virtual sending machine of claim 1 3. 

a vendor adrnjnfejjalion interface, executab le 
by sad processor, for managing requests by the 
vendors for service by the virtual vending machine 
in the distribution of the vendor'fe vendor products. 

ia The virtual vending machine of 

formatting and encryption instructions, exe- 
cuted by said processor, tor nxxfifyingtheven- 
dor products so as to automatically disable use 
of the vendor products upon expiration of spec- 
ifted rental periods* and encrypting the motfr- 
ned venoor procucts csaia poor id uBnsrrossion 
thereof to respective ones of the cfien t comput- 
ers so as to cfisable use of the electronic data 
by other ones of the cfient computers^ 

19. A computer readable storage medium configured to 
cfirect the operation of a server computer to man- 
ager the distribution of electronic data in a distrib- 
uted computer system, the distributed computer 
system comprismg of a plurafity of cfient computers 
having users assoc ia ted therewith and at least said 
one server computer, said computer readable stor- 
age medium comprising: 

a server tor managing the (fetrfcution of elec- 
tronic data to the cfient computers, said server 
providing tne c&ent computers wnn proouci 
information on the electronic data, for procuring 
orders for the electronic data, and for transmit- 
ting the electronic data to the cfient computers; 
a Ebrary for storing the electronic data; 
a vending information database for storing the 
product in tor uutuon on the electronic data 
available tor distribution over the tfistributed 
computer system* said electronic data availa- 
ble tor cistriajtion tor a pkratrty^ Bcensefees. 
each license fee having an associated time 
period for which use of the electronic data ts 
aumonzea, 

a vendor administration Interface tor acquiring 
the electronic data from a plurality of vendors 
connected to the cfisb Luted computer system; 
and 

a digital cash interface, coupled to the server 
and an electronic oarnong netwonx, *x ootairv 
ing pcint-of-sate electronic payment of the 
license fee assoc ia t e d with licensing use of the 
electronic data tor a specrnea nme per poo. 

2a The computer readable storage metfium of daim 
19, indufing: 

an index of the product information stored in 
the vending information database; and 
an index search engine, utilizing said index of 
the product information, tor allowing users to 
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search the electronic data using various Key- 



, The computer readable storage merfum cf dasm 

ia * 

an electronic maB server tor provkfoig eJeo 
. trorec communication between the vendoreandthe 
cfierrt corrputers. 
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